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What is privacy?
Why is it important?

How can I evaluate 
my privacy and 

potential threats?

Which tools and 
services can I use?



Privacy is...
● informational self-determination.
● the right to withdraw consent.
● a state of freedom from intrusion 

or interference.
● the power to selectively reveal 

oneself to the world.
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https://sci-hub.st/10.1007/978-1-4020-9498-9
https://leanpub.com/queerprivacy
https://www.etymonline.com/word/privacy
https://www.etymonline.com/word/privacy
https://www.activism.net/cypherpunk/manifesto.html
https://www.activism.net/cypherpunk/manifesto.html


Privacy is information security!

The information security objective triad:

● Confidentiality (from “confide” - to disclose with a trusted person)

● Integrity (protecting against accidental or intentional modification)

● Availability / accessibility (protecting against loss, ex. backups)
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Privacy is important because...
“the Internet never forgets, cultures change, and 
retroactive laws exist.” - Clo, This Too Shall Grow

“Privacy, he says, is a necessary condition for 
experimentation, and for social change.” - Moxie

“self-determination is an elementary functional condition of 
a free democratic community based on citizens’ capacity to 
act and cooperate.” - German Federal Constitutional Court, 1983
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https://thistooshallgrow.com/blog/privacy-security-roundup
https://www.newyorker.com/magazine/2020/10/26/taking-back-our-privacy
https://sci-hub.st/10.1007/978-1-4020-9498-9


Privacy is important because...
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Place your screenshot here

“My personal information has 
been widely distributed online. 

Strangers publicly discussed 
my private life based on 
patently false information.

I have been doxxed, shamed, 
insulted and harassed.”

This could happen to anyone, 
when they least expect it.

https://www.bbc.com/news/world-44820886


Privacy is important because...
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Place your screenshot here

“Could I take the essays and pictures 
off the Internet, she wanted to know. 
I told her that was not possible. 
There was heavy sighing and a 
slammed door. When I had pictured 
our first serious conversation about 
how the Internet is forever, I always 
thought we’d be talking about 
content posted by her, not me.”

This is not just about you. 
Consider those around you.

https://archive.is/VtoQn
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What is privacy?
Why is it important?

How can I evaluate 
my privacy and 

potential threats?

Which tools and 
services can I use?



The internet, like many ‘dirty jobs,’ has become 
essential to the daily function of human civilization.

If you wouldn’t go dumpster-diving naked, don’t go 
into the internet of shit unprotected!
*Did you know that Dirty Jobs episodes are now on YouTube under a Creative Commons license? :D
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Treat the internet like a Dirty Job.*

https://twitter.com/internetofshit
https://www.youtube.com/channel/UCEsJiTDJ3A5QelEo_DNr-Qw


Proactive vs. Reactive
Preventative vs. Interventive

Garbage in, garbage out. Privacy tools and strategies 
are most effective when used proactively, rather than 
reactively (e.g. after the breach has already occurred).
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Treat privacy like diet & health.



Threat Modeling

Your personal data “hygiene” plan.

● What do you want to protect?
● Who do you want to protect it from?
● How likely is it that you will need to protect it?
● How bad are the consequences if you fail?
● How much trouble are you willing to go through?

Use the EFF’s “Surveillance Self Defense: Threat Modeling” guide.
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https://www.eff.org/document/surveillance-self-defense-threat-modeling


Threat Modeling: Sample
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What do I want to protect? My home address

Who do I want to protect it from?
Online merchants, malicious strangers in the local area

How likely is it that I will need to protect it?
Many physical shops are closed right now, so I need to shop online. These e-commerce databases 
usually retain shipping order details for at least several months, and privacy issues are common.

How bad are the consequences if I fail?
The merchants may use this information to send me spam mail. If there is a data breach, anyone 
could see where I live and which products I bought (some of which are quite expensive). Someone 
may stake out my home and steal packages before I can take them inside. If they are motivated 
enough, they may attempt to break in, and police response times are slow in my area.

How much trouble am I willing to go through?
I will purchase a UPS Store mailbox to handle my post. I may install a basic home alarm system.
I will use a fake address when buying digital products like e-books, as a real one is not necessary.



Threat Modeling: Tips

1. Brainstorm with trusted partners, family, or housemates. 
They may think of something you won’t! 
(Obviously it is not recommended to do this with anyone you believe to be a potential adversary.)

2. Don’t feel pressured to finish your model in one sitting. 
Build upon it as you go about your daily life.

3. Don’t know who knows what about you?
Request your data profile from services you use(d). 
(Depending on the service, this process may take days, weeks, or months.)

4. Don’t be afraid to ask for a professional help. 
There are experts who consider these questions for themselves and others every day.
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Requesting & Deleting Your Data
Here’s where to open your request:

● Google
● Apple (or https://privacy.apple.com/)
● Facebook
● Twitter
● Amazon

Need help? JustGetMyData and JustDeleteMe.
DeleteMe for data brokers and directories.
(Don’t want to pay? Use their free DIY guide.)
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http://takeout.google.com/settings/takeout
https://www.apple.com/legal/privacy/contact/
https://privacy.apple.com/
https://www.facebook.com/help/212802592074644
https://help.twitter.com/en/managing-your-account/how-to-download-your-twitter-archive
https://www.amazon.com/gp/help/customer/display.html?nodeId=GXPU3YPMBZQRWZK2
https://justgetmydata.com/
https://justdeleteme.xyz/
https://joindeleteme.com/
https://joindeleteme.com/help/diy-free-opt-out-guide/
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What is privacy?
Why is it important?

How can I evaluate 
my privacy and 

potential threats?

Which tools and 
services can I use?



We’re All Cam Girls Now

● Webcam slide covers for devices with cameras
● Default browser settings to ‘Block’ or ‘Ask’

○ Firefox: Enter about:preferences in the address 
bar; Privacy and Security; Permissions

○ Chrome / Chromium: Enter chrome://settings/  
in the address bar; Privacy and Security; 
Site Settings; Permissions

Want something more robust? Purism offers devices with 
hardware kill switches for camera, microphone, and more.
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https://puri.sm/learn/hardware-kill-switches/


Browsers & Extensions
Browsers
● Firefox (use Enhanced Tracking Protection)
● Chromium (ideally UnGoogled Chromium or Brave)
● Tor Browser (Onion Browser for iOS; Android options)

Extensions / Add-ons:
● HTTPS Everywhere
● uBlock Origin
● Privacy Badger
● Firefox Multi-Account Containers
● PixelBlock (Gmail extension in Chrome)
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https://support.mozilla.org/en-US/kb/enhanced-tracking-protection-firefox-desktop
https://github.com/Eloston/ungoogled-chromium
https://brave.com/
https://www.torproject.org/
https://apps.apple.com/us/app/onion-browser/id519296448
https://play.google.com/store/apps/developer?id=The+Tor+Project
https://www.eff.org/https-everywhere
https://ublockorigin.com/
https://privacybadger.org/
https://addons.mozilla.org/en-US/firefox/addon/multi-account-containers/
https://chrome.google.com/webstore/detail/pixelblock/jmpmfcjnflbcoidlgapblgpgbilinlem


Browsers & Extensions
Cookies versus Browser Fingerprinting
“Think of the small tracking devices scientists use to follow animal 
migration patterns, or a GPS transmitter attached to a car. As long 
as they’re attached to the target animal or vehicle, they are accurate 
and effective – but they lose all value if they’re knocked off or 
discarded. This is roughly how cookies behave: they track users up 
until the point a user deletes them. Fingerprinting follows a similar 
mode of operation, but uses more permanent identifiers such as 
hardware specifications and browser settings. This is equivalent to 
tracking a bird by its song or feather markings, or a car by its 
license plate, make, model, and color — in other words, metrics that 
are not so easily changed.” — Electronic Frontier Foundation
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https://coveryourtracks.eff.org/learn


Browsers & Extensions
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‘Cover Your Tracks’ Test: Firefox versus Tor Browser

https://coveryourtracks.eff.org


The Onion Routing Network
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Common misconceptions about the Tor browser:

● “Using the Tor browser is illegal.”          Nope!
● “You can only access illegal content over Tor.”         Nope!
● “The Tor browser is hard to use.”           It’s forked Firefox.

● “I’m not worried about the NSA.”           Are you okay with 
your ISP having a history of every website you’ve ever visited? 
And every website you’ve ever visited knowing your IP address?

● “I can use Facebook over Tor.”            They host an onion!

https://en.wikipedia.org/wiki/Facebookcorewwwi.onion


Browsing Data
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“The most transformative information innovation is the increase in use 
of new types of data coming from the digital footprint of customers’ 
various online activities — mainly for credit-worthiness analysis.

… Fintech resolves the dilemma by tapping various nonfinancial data: 
the type of browser and hardware used to access the internet, the history 
of online searches and purchases.” — International Monetary Fund

Are you worried yet?

https://blogs.imf.org/2020/12/17/what-is-really-new-in-fintech/


Operating systems, browsers, email clients, instant messengers, 
file sharing, password managers, domain hosting, and much more!

Do you have a dependency on Google? See “Alternatives to Google”

Reviews and Resources:
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https://restoreprivacy.com/google-alternatives/
https://www.privacytools.io/
https://restoreprivacy.com/


Reviews and Resources:
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Digital rights, social network safety, strong passwords, aliases, 
credit cards, data breaches, publishing, postboxes, and much more!

https://www.inteltechniques.com/podcast.html
https://ssd.eff.org


Studies and Guides:
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● “Insecurities and Misconceptions on Privacy-Enhancing 
Tools,” reviewing user studies on motivation and understanding 
of secure communication tools.

● “Children’s Data and Privacy Online,” on privacy issues 
affecting children, how they perceive privacy, and what you can 
do to help develop their awareness.

● “The Elephant in the Background: A Quantitative Approach to 
Empower Users Against Web Browser Fingerprinting,” on the 
effectiveness of anti-browser fingerprinting techniques.

https://einzelgaengerinmotte.wordpress.com/2017/05/26/insecurities-and-misconceptions/
https://einzelgaengerinmotte.wordpress.com/2017/05/26/insecurities-and-misconceptions/
https://www.lse.ac.uk/my-privacy-uk/Assets/Documents/Childrens-data-and-privacy-online-report-for-web.pdf
https://media.ccc.de/v/rc3-113142-the_elephant_in_the_background
https://media.ccc.de/v/rc3-113142-the_elephant_in_the_background


Tactical Tech “Data Detox Kit”
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This interactive toolkit encourages 
young people to think about 
different aspects of their digital lives, 
from their social media profiles to 
their passwords, with simple 
activities for reflection and play.

Available to download in English, Español, 
Brazilian Português, Italiano and Deutsch.

https://tacticaltech.org/news/data-detox-youth 

https://tacticaltech.org/news/data-detox-youth
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DANKE!
Any questions?



Credits

● Presentation template from
● Illustrations by Sergei Tikhonov
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Other Resources:

● “Bitcoin Privacy: On- and Off-Chain” (2019)
● “This Month in Bitcoin Privacy” Newsletter

https://isometric.online/
https://www.slidescarnival.com/gaoler-free-presentation-template/9122
https://einzelgaengerinmotte.wordpress.com/my-work/blockchain-training-conference/
https://enegnei.github.io/This-Month-In-Bitcoin-Privacy/

