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A form of online journalism which utilizes  version control systems (VCS)
for the purposes of contemporaneous time-stamping and tracking changes
to a story. Ideally, this model would be implemented using open-source
intelligence (OSINT),  open-source  software (OSS),  and  “copyleft”  or
Creative Commons (CC) licensing within an open participatory network.

IMAGE:  The redacted final page of “Background Note on the subject of ‘fake news’” (February 17th

2017) by the European Commission’s  Directorate-General for Communication Networks, Content and
Technology, released on June 12th  2017 in response to a  Freedom of Information request by  Arne
Semsrott. “Ministries of Truth” is a literary reference to the propaganda department in Orwell’s ‘1984.’
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 THE ‘FAKE NEWS’ PROBLEM 

“The concept of news will evolve and will be redefined in the twenty-first
century by new and emerging players, with news being regarded not just as
‘current’  information but also as ‘currently available’ information.” 11

More than a year has now passed since I published the  More than a year has now passed since I published the  Version 1Version 1 proof-of-concept proof-of-concept
document on revision-controlled journalism.document on revision-controlled journalism.22 In that time, the neologism “fake news” In that time, the neologism “fake news”
has gained popular attention across the world. Deficits in media literacy are certainlyhas gained popular attention across the world. Deficits in media literacy are certainly
not  new;  at  the  same  time,  the  emerging  alternative  media,  often  fostered  bynot  new;  at  the  same  time,  the  emerging  alternative  media,  often  fostered  by
scepticism of mainstream narratives, still varies in its commitment to vigorous evidence-scepticism of mainstream narratives, still varies in its commitment to vigorous evidence-
based reporting. With the rise of monetisation through advertising, the prevalence ofbased reporting. With the rise of monetisation through advertising, the prevalence of
churnalism – a game of " a game of "pass the message” that media across the political spectrum (both” that media across the political spectrum (both
old and new) play on a daily basis – has become more flagrant. Yet the free flow ofold and new) play on a daily basis – has become more flagrant. Yet the free flow of
information also offers opportunities for citizen journalists to not only debunk popularinformation also offers opportunities for citizen journalists to not only debunk popular
falsehoods, but expose and confront their most influential purveyors. falsehoods, but expose and confront their most influential purveyors. 

When journalists  are not  transparent  about the sources from which their  narrativesWhen journalists  are not  transparent  about the sources from which their  narratives
originate, trust is more easily abused and undermined. While my goal in outlining thisoriginate, trust is more easily abused and undermined. While my goal in outlining this
new model for journalism is to support all the core principles, I primarily focused onnew model for journalism is to support all the core principles, I primarily focused on
the discipline of verification: the discipline of verification: ““The method is objective, not the journalist.” ” 33

Though this isn’t about “objective journalism,” but transparency in narrative formation.Though this isn’t about “objective journalism,” but transparency in narrative formation.
This isn’t about being free from bias, but rather making narrator biases as evident asThis isn’t about being free from bias, but rather making narrator biases as evident as
possible. Trusting the narrator’s interpretation becomes optional. The assumption thatpossible. Trusting the narrator’s interpretation becomes optional. The assumption that
the  discipline  of  verification  is  an  exclusive  and  unquestioned  responsibility  ofthe  discipline  of  verification  is  an  exclusive  and  unquestioned  responsibility  of
institutional authorities is discarded; to help prevent a “crisis of replicability,” everyoneinstitutional authorities is discarded; to help prevent a “crisis of replicability,” everyone
should be provided with the opportunity to verify analyses and act as final arbiters.should be provided with the opportunity to verify analyses and act as final arbiters.

““Some have been tempted to see the dispersion of interpretative power as

a problem: this, too, is mistaken.” ” 44
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 ELEMENTS OF THE MODEL 

Version Control Systems
Change-tracking software which saves all previous versions of a file or 
collection of files, allowing for review of & reversion to past iterations

While  primitive  forms  of  revision  control  are  embedded  in  a  variety  of  word  processing
applications, this pre- or post-publication revision process is rarely shared with readers. This
element, where full or partial access to revision history is made available, would provide a kind
of ‘proof-of-work’5 (if you like) for journalism. Even though someone could still replicate the
content of a piece, they could not easily replicate the history of tracked changes or fabricate
the chain of timestamps attributed to the original author(s) – especially if an external state
transition anchor, like the Bitcoin blockchain, was incorporated.

Version control systems have been adopted to some extent for use cases (ex. Wikipedia) other
than software development and management, though there is currently little to no adoption
among online journalists. The use of revision control as a tool should help to illuminate the
level of robustness a responsible journalist should already be expected to practice, and not
necessitate additional burdens or effort but rather a reorganisation of their workflow.6

Open-Source Intelligence
Data collected from publicly-available sources

The concept of open-source intelligence is defined by the availability of data during collection,
and not necessarily what is then done with that data once it’s been organised and analysed. In
practice,  the  term has  been used by  journalists  and researchers  who not  only  base  their
analysis on publicly accessible information but make an effort to transparently present that
source information to their readers. Online journalism has yet to even fully realise the potential
of one of the intrinsic advantages in using web platforms over print-based media: hyperlinking. 

Source verification and consideration is one of the primary mechanisms through which ‘fake
news’ is identified.7 This element would not only include third-party sourcing but also primary
sources  and  documents  provided  directly  by  the  journalist,  which  may  or  may  not  have
previously been public elsewhere.

https://www.ifla.org/publications/node/11174
https://youtu.be/3nB8ml6UowE?t=41m2s
https://web.archive.org/web/20170606165801/https://www.emc.com/emc-plus/rsa-labs/staff-associates/proofs-of-work-protocols.htm


Open-Source Software / Hardware
Software or hardware available under a license that specifies user rights 
to study, change, and distribute full or partial copies of the source code 
for commercial or non-commercial purposes

Just as it is important to build an ecosystem where readers and other journalists are able to
inspect, verify, and distribute written works under this model, it is essential that the tools used
allow for the same scrutiny and respect for user autonomy.8 It could be argued that revision-
controlled journalism cannot be as effective as intended unless the software and hardware
employed within that process can itself be inspected, verified, and widely distributed.

The use of permissive licensing is orthogonal to building such an ecosystem, as the terms under
standard  copyright  law are  normally  too opaque  and restrictive  regarding  adaptations  and
distribution.9 Journalists  or  journalistic  outlets  who  publish  their  content  under  Creative
Commons,  or  even a  more  protective  “copyleft”  scheme,  will  lower  the  cost  of  granting
permission within a collaborative environment, just as free software licenses have within the
open-source software community. Such licensing schemes are also more reciprocal in terms of
contributing knowledge back into the commons.

Open Participatory Network
Open-access collaborative platform

The primary goal is to articulate and advocate for this new model so that it may be adopted by
individual  journalists  and  potentially  even  journalistic  organisations.  Because  this  model  is
comprised of multiple elements (as outlined in this document), each journalist can customise
the  model  to  their  own  preferences  depending  on  their  technical  skills  and  level  of
commitment to the ideals it supports.

However,  the  long-term  goal  is  to  meld  these  elements  together  as  an  initiative  of
combinatorial  innovation,  by uniting the necessary  tools  into  a decentralised platform and
accompanying client software so that it is easier to incorporate the model.

http://www.latimes.com/business/hiltzik/la-fi-mh-state-of-georgia-copyright-wall-20150727-column.html
https://www.gnu.org/philosophy/free-sw.html


 AN OVERVIEW OF TOOLS 

Note:  Other  open-source,  distributed  version-control  systems
(ex. Mercurial) would also fit this model. Git was chosen due to
its popularity, and hence interoperability, with other platforms.

https://git-scm.com/ 

GnuPG is  an OpenPGP-compliant  symmetric  and asymmetric
cryptography  software  and  key  management  system  for
encrypting or signing messages and files.

https://gnupg.org/ 

A free and open-source “trust minimised” timestamping service
and standard using the Bitcoin blockchain, to establish a proof
that some data existed prior to some point in time. It can be
used in tandem with web archival services.

https://opentimestamps.org/ 

The “InterPlanetary File System” is a peer-to-peer hypermedia
protocol  for  decentralised  git-like  historic  versioning,  content
delivery  and  addressability  via  a  human-readable  naming
system called IPNS. 

https://ipfs.io/ 

Keybase  is  a  cryptographic  key  directory  and  social  media
identity management service; it also offers encrypted chat, file
sharing, and cloud storage.

https://keybase.io/

LookingGlass is an interface for full-text search and tag filtering
of document archives, built by Transparency Toolkit.

https://github.com/TransparencyToolkit/LookingGlass
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